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INSIGNIA CREW

Privacy Policy
OUR COMMITMENT TO YOUR PRIVACY

Introduction
Insignia Crew Ltd is committed to ensuring that your privacy is protected. This Privacy Policy explains in
detail the types of personal data we may collect about you when you interact with us. It also explains how

we'll process that data and keep it safe.

We will need to update this Privacy Policy from time to time. We'll notify you of any significant changes, but it
will always be available to view on our website www.insigniacrew.com

This policy is effective from May 25" 2018
We hope the following sections will answer any questions you have but if not, please do get in touch with us.
Controller

Insignia Crew Ltd is the controller and responsible for your personal data, (collectively referred to as 'we', 'us’
or ‘our"in this Privacy Policy).

Contact details

C/O Zest Accountants, Temple Chambers, 12 Clytha Park Road, Newport, NP20 4PB, UK.
info@insigniacrew.com

WWW.Insigniacrew.com

Our lawful basis to process your personal data

We use your data to pursue our legitimate interests in a way which is reasonably expected as part of running
our business and service to you which does not materially impact your rights, freedom or interests.

For example:

1 Candidates - we will use your personal data within your CV to match you to suitable roles and
opportunities as part of our service to you


http://www.insigniacrew.com/
mailto:info@insigniacrew.com
http://www.insigniacrew.com/

Clients - we will use your personal data to contact you with suitable candidates as part of our service
to you

Partners - we will use your personal data to contact you in order to liaise with each other as part of our
service to you

We have implemented controls to balance our interests with your rights. This includes:

ll

Improving our services, for example by:

o Contacting you via email to offer you information about a change to our
policies/terms/services or providing information about forthcoming industry events
and news or changes to industry legislation e.g. MLC 2006, forwarding information
about training courses, sending you updates about the services we provide and to
poll your opinions through surveys or questionnaires

When do we collect your personal data?
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When you register with us via our website

When you contact us via our website

When you contact us directly via emall

When you engage with us on social media

When you contact us by any means with queries, correspondence, feedback etc.

When you choose to complete any surveys that we send you

When you complete any forms, for example, our Registration Form or Terms of Business

When you've given a third party permission to share with us the information they hold about you
When we collect data from publicly available sources when you have given your consent to share
information or where the information is made public as a matter of law

What sort of personal data do we collect?

Candidates

T Al information found on your CV: name, date of birth, address, email and contact numbers,
qualifications, work experience, current work details and experience including job title and previous
roles

T Other information relevant to job applications and experience e.g. taken from certificates which
orovide proof of qualifications

T Demographic information such as preferences and interests

T Information stated on DBS certificates (the Disclosure and Barring Service which helps employers
make safer recruitment decisions - it has replaced the CRB and ISA) as some of our clients ask for DBS
checks to be provided

T Information stated on medical certification e.g. ENG'

T Information from documents to provide proof of identity e.g. passport. This will include details of your
full name, address, date of birth, your place of birth, gender, nationality and facial image

1 Information gathered by the use of cockies in your web browser

. Yoursocial media username, if you interact with us through those channels, to help us respond to your

comments, questions or feedback



Clients and Partners
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Address, email and contact numbers

MLC certification details

Insurance details

EFrmergency 24/7 contact numbers

Information gathered by the use of cookies in your web browser

Your social media username, if you interact with us through those channels, to help us respond to your
comments, gquestions or feedback

Why do we use your personal data”

We require this information due to our legitimate interest in providing you with the best service and to

understand your needs, in particular for the following reasons:
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To match you to suitable roles and opportunities

To contact you with suitable candidates

For internal record keeping

To improve our services

To periodically send you emails or other information which we think you may find interesting
To contact you, from time to time, for market research purposes

For security and qualification screening

To respond to your queries and correspondence (we may keep a record of these to inform any future
communication with us and to demonstrate how we communicated with you throughout)

To send you communications required by law or which are necessary to inform you about our changes
to the services we provide you e g. updates to this Privacy Policy

To display the most interesting content to you on our website by placing cookies or similar technology
on your device

To comply with our contractual or legal obligations to share data with law enforcement

To send you survey and feedback requests to help improve our services

If you choose not to share your personal data with us, or refuse certain contact permissions, we will not be
able to provide the service you've asked for.

How we use cookies

A cookie is a small file which asks permission to be placed on your computer's hard drive. Once you agree,
the file is added and the cookie helps analyse web traffic or lets you know when you visit a particular site.
Cookies allow web applications to respond to you as an individual The web application can tailor its
operations to your needs, likes and dislikes by gathering and remembering information about your
preferences.
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We use traffic log cookies to identify which pages are being used. This helps us analyse data about
web page traffic and improve our website in order to tailor it to user needs We only use this
information for statistical analysis purposes and then the data is removed from the system

Overall, cookies help us provide you with a better website, by enabling us to monitor which pages you
find useful and which you do not. A cookie in no way gives us access to your computer or any

information about you, other than the data you choose to share with us



1 You can choose to accept or decline cookies. Most web browsers automatically accept cookies, but
you can usually modity your browser setting to decline cookies if you prefer. This may prevent you from

taking full advantage of the website

Links to other websites via our website

Our website contains links to other websites of interest. However, once you have used these links to leave our
site, you should note that we do not have any control over that other website. Therefore, we cannot be
responsible for the protection and privacy of any information which you provide whilst visiting such sites and
such sites are not governed by this privacy policy. You should exercise caution and look at the privacy

statement applicable to the website in question.
How do we protect your personal data”

We are committed to ensuring that your information is secure. In order to prevent unauthorised access or
disclosure, we have put in place suitable physical, electronic and managerial procedures to safeguard and
secure the information we collect. In addition, we limit access to your personal data to those employees,
clients, partners and service providers who have a business need to know. They will only process your personal

data on our instructions and they are subject to a duty of confidentiality.

We have put in place procedures to deal with any suspected personal data breach and will notify you and any

applicable regulator of a breach where we are legally required to do so.
How long will we keep your personal data”

Whenever we collect or process your personal data, we'll only keep it for as long as is necessary for the purpose
for which it was collected. How long we retain your data can vary based on context of the service we provide
you and our legal obligations.

The following factors influence retention periods:

1 How long is the personal information needed to provide our services? This includes such things as
maintaining and improving the performance of our service, keeping our systems secure, and
maintaining appropriate business and financial records. This is the general rule that establishes the
baseline for most of our data retention periods

T Isthe personal information sensitive? If so, a shortened retention time is generally appropriate

1 Have you provided consent for a longer retention period? If so, we will retain data in accordance with
your consent

T Are we subject to a legal, contractual, or similar obligation to retain your personal information?
EFxamples can include mandatory data retention laws, government orders to preserve data relevant to
an investigation, or personal information retained for the purposes of litigation

T At the end of a retention period, your data will either be deleted completely or anonymised, for
example by aggregation with other data so that it can be used in a non-identifiable way for statistical
analysis and business planning



Who do we share your personal data with?

We share your personal data with trusted service providers and or clients. For example, we will send candidate
details to our clients when assisting to fill a vacancy.

Here's the policy we apply to those dlients and service providers to keep your data safe and protect your
privacy:

T We provide only the information they need to perform their specific services
1 They may only use your data for the exact purposes we specify in our contract with them
T We work closely with them to ensure that your privacy is respected and protected at all times

Sharing your data with third parties for their own purposes, we will only do this in very specific circumstances:

T When required to disclose your personal data to the police or other enforcement, regulatory or
Government body, in your country of origin or elsewhere, upon a valid request to do so. These
requests are assessed on a case-by-case basis and take the privacy of our candidates, clients and
partners into consideration

T We may, from time to time, expand, reduce or sell the Company and this may involve the transfer of
divisions or the whole business to new owners. If this happens, your personal data will, where relevant,
be transferred to the new owner or controlling party, under the terms of this Privacy Notice and with
your consent

T If another recruitment agent is seeking a candidate to fill one of their vacancies, we will seek your
consent first

Examples of the kind of service providers we work with to help store, process, manage and protect your data

are:

LinkedIn

Twitter
Instagram
Facebook
Adobe Sign
Capsule

Xero

Google

Signal Networks
Microsoft

Zest Accountants

Best Web Hosting
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Where your personal data may be processed - International Transfers

Sometimes we will need to share your personal data with service providers and clients outside the European
Fconomic Area (EEA) such as the USA, for example:

T Candidates - we may put your details forward for a vacancy aboard a non EU flagged vessel
T Al - we may transfer personal data that we collect from you to non EU service providers/data
processors to store and manage your data e.g. Microsoft OneDrive (cloud storage)



Protecting your data outside the EEA
(The EEA includes all EU Member countries as well as Iceland, Liechtenstein and Norway).

1 We ensure your data receives the same protection as if it were being processed inside the EEA. For
example, their Terms and Conditions must state that they comply with the GDPR regulations at all
times

T Any transfer of your personal data will follow applicable laws and we will treat the information under
the guiding principles of this Privacy Notice

What are your rights over your personal data”
1 You have the right to request:

o Access to the personal data we hold about you, free of charge in most cases

o The correction of your personal data when incorrect, out of date or incomplete

o That we stop using your personal data for direct marketing (either through specific channels,
or all channels)

o Your right to withdraw consent. Whenever you have given us your consent to use your personal
data, you have the right to change your mind at any time and withdraw that consent

1 Where we rely on our legitimate interest



